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What are Browser Extensions?

= Third-party programs to improve user browsing experience

Adblock Plus - free ad blocker Skype }Q Adobe Acrobat
Offered by: adblockplus.org Offered by: www.skype.com Offered by: Adobe Inc.
Grammarly for Chrome ~}| Honey & Google Translate
Offered by: grammarly.com Offered by: https://www.joinhoney.com Offered by: translate.google.com
LastPass: Free Password Manager P Cisco Webex Extension
Offered by: LastPass = Offered by: webex.com

= ~200k Chrome extensions totaling almost 2B active users

> Necessitates a thorough security and privacy assessment

Aurore Fass — Browser Extension (In)Security 8



How Secure are Browser Extensions?

= Browser extensions provide additional functionality...

= ... SO0 browser extensions need additional & elevated privileges compared to

web pages

- e.g., ad-blockers need to modify web page content or intercept network requests

» Browser extensions are an attractive target for attackers o

Aurore Fass — Browser Extension (In)Security 9



Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

= Contain malware: designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users [1, 3]

= Contain vulnerabilities: designed by well-intentioned developers... but buggy

- E.g., can lead to user-sensitive data exfiltration [1, 2]

= Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy [1]

= Be fingerprintable: can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 |
[4] Agarwal, Fass, and Stock; CCS 2024 10
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Media Coverage

FORBES > INNOVATION > CYBERSECURITY

280 Million Google Chrome
Users Installed Dangerous
Ixtensions, Study Says

A Thomas Claburn

Risk of installing dodgy extensions from
Chrome store way worse than Google's
letting on, study suggests

All depends on how you count it — Chocolate Factory claims 1% fail rate

Sun 23 Jun 2024  10:36 UTC

@ ADGUARD

Subscribe to news &

AX

Search blog Q

AdGuard > Blog > Google is failing miserably at weeding out bad extensions, new research indicates

Google is failing miserably at
weeding out bad extensions,

new research indicates

July 5,2024 . 7 min read

How safe are Google Chrome extensions? SOPA IMAGES/LIGHTROCKET VIA GETTY IMAGES

[1] Hsu, Tran, and Fass; AsiaCCS 2024
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TECHSPOT
TRENDING FEATURES REVIEWS THE BEST DOWNLOADS PRODUCT FINDER FORUMS

Researchers say 280 million people
have installed malware-infected
Chrome extensions in the last 3 years

Google claims less than 1% of all installs include malware

By Rob Thubron June 24, 2024 at 11:39 AM




Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

= Contain malware: designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users [1, 3]

= Be fingerprintable: can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 |
[4] Agarwal, Fass, and Stock; CCS 2024 12
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Detecting Malicious Extensions — Lab Setting 3% @& 0
a4 2026

= > |t’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass
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Detecting Malicious Extensions — Real World
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Detecting Malicious Extensions — Real World

30,004

“unknown”
A4

extensions
Ensemble —> 1,131 flagged
Last update 2023 classifier |,
l : i - 28 malicious
Jll Source code | extensions removed b
| i Y
A4 | e— | Google, 2M+ users
i Metadata -
classifier | — - 40 malicious ext.
| | (after clustering + manual
'\\ B / analysis on 20% flagged),
""""" 11M users
May 2024: disclosure of the 40 extensions to Google, no response Total: 68 malicious
As of Sept. 2025: 17 / 40 malicious extensions were taken down extensions, 13M users

[3] Rosenzweig et al.; TWEB 2026 Aurore Fass — Browser Extension (In)Security 30



Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions

277

[3] Rosenzweig et al.; TWEB 2026 Aurore Fass — Browser Extension (In)Security 31



Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions
227
= Concept drift

— Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high)
accuracy over time

- How to validate concept drift? - see experiments in the paper

- Why are extensions affected? - see paper (study feature importance)

[3] Rosenzweig et al.; TWEB 2026 Aurore Fass — Browser Extension (In)Security 32



Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions
227
= Concept drift

— Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high)
accuracy over time

- How to validate concept drift? - see experiments in the paper

- Why are extensions affected? - see paper (study feature importance)

» ML evaluations can be misleading: detectors performing well in a lab setting
are no guarantee of practical applicability in the real world

[3] Rosenzweig et al.; TWEB 2026 Aurore Fass — Browser Extension (In)Security 33



Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

= Be fingerprintable: can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 |
[4] Agarwal, Fass, and Stock; CCS 2024 34



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 35



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 36



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

ec e | example.com | @
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

ec e | example.com | @

a

hcspiogrehdu
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 39



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

ec e | example.com | @—

<
<

client-side storage
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)
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client-side storage
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

® ‘->| example.com | @—

e

12 %C
%&eo‘i:

client-side storage
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 43



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages

... which leaves traces
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages
- registering global variables
—> invocation of global APIs and properties

... which leaves traces
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages
- registering global variables
—> invocation of global APIs and properties

... which leaves traces - observable side effects, can be seen by a “malicious” site

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 46



Browser Extension Fingerprinting

Why is this bad?

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security
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Browser Extension Fingerprinting

Why is this bad?

= “Malicious” websites can track users by fingerprinting their extensions

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security
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Browser Extension Fingerprinting

Why is this bad?

= “Malicious” websites can track users by fingerprinting their extensions

= Extensions can reveal personal user information, e.g., geolocation,
ethnicity, social/personal interests, medical issues, religion, etc. [karami; NDSS’19]

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 49



Detecting Fingerprintable Extensions

= 1) Extensions send PostMessage to web pages
= 2) Extensions store data on the client side through storage APIs
3

) Extensions inject JavaScript code directly into web pages

Aurore Fass — Browser Extension (In)Security 50



Detecting Fingerprintable Extensions

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs
3

) Extensions inject JavaScript code directly into web pages

How many extensions can be uniquely fingerprinted

through these observable side effects?

Aurore Fass — Browser Extension (In)Security 51



Detecting Fingerprintable Extensions

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs
3

) Extensions inject JavaScript code directly into web pages

How many extensions can be uniquely fingerprinted

through these observable side effects?

> Peeking through the window: Fingerprinting Browser Extensions through
Page-Visible Execution Traces and Interactions % O

In ACM CCS 2024. Shubham Agarwal, Aurore Fass, and Ben Stock

Agarwal et al.
CCS 2024
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Detecting Fingerprintable Extensions with Raider

Analyzed 38k Chrome extensions from 2024 with Raider

= 2,747 fingerprintable Chrome extensions (lower bound)

» Impacting 169M users

= Notified 1,967 developers about their fingerprintable extension(s)
— Only 30 (!) replied
- Of those, only 16 positively acknowledged the issues

» But: they heavily rely on our fingerprinting vectors (e.g., script injection or data
storage) for their extensions’ functionality

= Raider PoC is available online ) Raider-ext/raider

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 53



Summary

Browser Extensions are Popular Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

Adblock Plus - free ad blocker Skype Adobe Acrobat .
Offered by: adblockplus.rg P E——— Offert by: Acobe Ic. = Contain malware: designed by malicious actors to harm victims
- E.g., propagate malware, steal users’ credentials, track users
Grammarly for Chrome Honey & Google Translate
Offered by: grammarly.com Offered by: https:/iwww.joinhoney.com Offered by: translate.google.com
LastPass: Free Password Manager F Cisco Webex Extension
-
Offered by: LastPass.

Offered by: webex.com

= ~200k Chrome extensions totaling almost 2B active users

. . . = Be fingerprintable: can be recognized and uniquely identified
> Necessitates a thorough security and privacy assessment

- E.g., can lead to user tracking or inferring of user personal information

Detecting Malicious Extensions — Lab Setting vs. Real World Detecting Fingerprintable Extensions with Raider (
= Lab setting: 98.37% accuracy

Agarwal et al.
CCS 2024

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 1) Extensions send PostMessage to web pages

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions

Rosenzweig

et al. TWEB O its-not-easy/tweb25
= Concept drift 2026

= 3) Extensions inject JavaScript code directly into web pages
- Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high) - registering global variables

accuracy over time . . . O Raider-ext/raider
- invocation of global APIs and properties

> ML evaluatiénS can be mislreardring: detectors performing well in a lab setting
are no guarantee of practical applicability in the real world

» Raider detects 2,747 fingerprintable extensions | 169M users

< aurore.fass®@inria.fr Aurore Fass — Browser Extension (In)Security
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