
Detecting Malicious or Fingerprintable 
Browser Extensions

Dr.-Ing. Aurore Fass

Tenured Researcher — Inria Centre at Université Côte d’Azur (since Dec 1, 2025)

Privaski Seminar, March 11th 2026



Dr.-Ing. Aurore (/ɔʀɔʀ/) FASS

2Aurore Fass – Browser Extension (In)Security

🇫🇷 2017: Graduated from TELECOM Nancy (FR)

🇩🇪 2017—21: PhD Student + Postdoc at CISPA (DE)

🇺🇸 2021—23: Visiting Assistant Professor at Stanford (US)

🇩🇪 2023—25: Tenure-Track Faculty W2 at CISPA (DE)

🇫🇷 2025—: Tenured Researcher at Inria (FR)



3

Research Work

SOFTWARE 
ENGINEERING DATA SCIENCE

WEB SECURITY & PRIVACY

Icons indicate open-source systems / code



4

Research Work

Fass et al. 
ACSAC 
2019

Fass et al. 
DIMVA 
2018

Malicious 
JavaScript

🔬
🔨

Fass et al. 
CCS 2019

Moog et al. 
DSN 2021

SOFTWARE 
ENGINEERING DATA SCIENCE

🙈

WEB SECURITY & PRIVACY

Icons indicate open-source systems / code



5

Research Work

Agarwal et al. 
CCS 2024

🔭

🔦

Fass et al. 
CCS 2021

Browser
Extensions

Fass et al. 
ACSAC 
2019

Fass et al. 
DIMVA 
2018

Malicious 
JavaScript

🔬
🔨

Fass et al. 
CCS 2019

Moog et al. 
DSN 2021

Hsu et al. 
AsiaCCS 

2024

SOFTWARE 
ENGINEERING DATA SCIENCE

🙈

WEB SECURITY & PRIVACY

Icons indicate open-source systems / code

Rosenzweig 
et al. TWEB 

2026🧩



6

Research Work

Internet 
Measurements

Ruth et al. 
IMC 2022

Izhikevich et al.
IMC 2023

Agarwal et al. 
CCS 2024

🔭

🔦

Fass et al. 
CCS 2021

Browser
Extensions

Fass et al. 
ACSAC 
2019

Fass et al. 
DIMVA 
2018

Malicious 
JavaScript

🔬
🔨

Fass et al. 
CCS 2019

Moog et al. 
DSN 2021

Hsu et al. 
AsiaCCS 

2024

SOFTWARE 
ENGINEERING

Machine Learning

Apruzzese et al.
AISec 2024

Troppmann et al.
ASE 2024

Schroer et al.
SaTML 2025

DATA SCIENCE

HCI

🙈

Ruth et al. 
CHI 2025

WEB SECURITY & PRIVACY

💻
🗡

🔌

Icons indicate open-source systems / code

Rosenzweig 
et al. TWEB 

2026🧩

Bahrami 
et al. 

IMC 2025🍪



7

Internet 
Measurements

Ruth et al. 
IMC 2022

Izhikevich et al.
IMC 2023

Fass et al. 
ACSAC 
2019

Fass et al. 
DIMVA 
2018

Malicious 
JavaScript

🔬
🔨

Fass et al. 
CCS 2019

Moog et al. 
DSN 2021

Machine Learning

Apruzzese et al.
AISec 2024

Troppmann et al.
ASE 2024

Schroer et al.
SaTML 2025

HCI

🙈

Ruth et al. 
CHI 2025

💻
🗡

🔌

Icons indicate open-source systems / code

Bahrami 
et al. 

IMC 2025🍪

🔭

Fass et al. 
CCS 2021

Hsu et al. 
AsiaCCS 

2024

Research Work

Agarwal et al. 
CCS 2024

🔦

Browser
Extensions

SOFTWARE 
ENGINEERING DATA SCIENCE

WEB SECURITY & PRIVACY

Rosenzweig 
et al. TWEB 

2026🧩



What are Browser Extensions?

8

§ Third-party programs to improve user browsing experience

§ ~200k Chrome extensions totaling almost 2B active users

Ø Necessitates a thorough security and privacy assessment
Aurore Fass – Browser Extension (In)Security



How Secure are Browser Extensions?
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§ Browser extensions provide additional functionality…

§ … so browser extensions need additional & elevated privileges compared to 

web pages

- e.g., ad-blockers need to modify web page content or intercept network requests

Ø Browser extensions are an attractive target for attackers 😈

Aurore Fass – Browser Extension (In)Security



Dangerous Browser Extensions
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à Extensions can put their users’ security & privacy at risk:

§ Contain malware:   designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users  [1, 3] 

§ Contain vulnerabilities:   designed by well-intentioned developers… but buggy

- E.g., can lead to user-sensitive data exfiltration  [1, 2]

§ Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy  [1]

§ Be fingerprintable:   can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information  [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 | 
[4] Agarwal, Fass, and Stock; CCS 2024
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Detecting Malicious Extensions — Lab Setting
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Rosenzweig 
et al. TWEB 

2026🧩
> It’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the CWS

   In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass
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extensions, 13M users
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- 28 malicious 
extensions removed by 
Google, 2M+ users

- 40 malicious ext. 
(after clustering + manual 
analysis on 20% flagged), 
11M users

Total: 68 malicious 
extensions, 13M users

May 2024: disclosure of the 40 extensions to Google, no response

As of Sept. 2025: 17 / 40 malicious extensions were taken down
[3] Rosenzweig et al.; TWEB 2026
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§ Lab setting: 98.37% accuracy

§ Real world: 1,131 / 30,004 extensions flagged  |  68 verified malicious extensions

§ Concept drift

- Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high) 
accuracy over time

- How to validate concept drift?  à  see experiments in the paper

- Why are extensions affected?  à  see paper (study feature importance)

Aurore Fass – Browser Extension (In)Security[3] Rosenzweig et al.; TWEB 2026

Ø ML evaluations can be misleading: detectors performing well in a lab setting 
are no guarantee of practical applicability in the real world

???
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à Extensions can put their users’ security & privacy at risk:

§ Contain malware:   designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users  [1, 3] 

§ Contain vulnerabilities:   designed by well-intentioned developers… but buggy

- E.g., can lead to user-sensitive data exfiltration  [1, 2]

§ Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy  [1]

§ Be fingerprintable:   can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information  [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 | 
[4] Agarwal, Fass, and Stock; CCS 2024
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ Extensions store data on the client side through storage APIs (e.g., cookies, local 
storage)

§ Extensions inject JavaScript code directly into webpages

    à registering global variables

    à invocation of global APIs and properties

… which leaves observable side effects

Aurore Fass – Browser Extension (In)Security[4] Agarwal, Fass, and Stock; CCS 2024
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages
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 (e.g., cookies, local/session storage, IndexedDB)
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
 (e.g., cookies, local/session storage, indexDB)

§ 3) Extensions inject JavaScript code directly into web pages

    à registering global variables

    à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security

Why is this bad?

§ “Malicious” websites can track users by fingerprinting their extensions

§ Extensions can reveal personal user information, e.g., geolocation, 
ethnicity, social/personal interests, medical issues, religion, etc. [Karami; NDSS’19]

[4] Agarwal, Fass, and Stock; CCS 2024
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§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

§ 3) Extensions inject JavaScript code directly into web pages
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How many extensions can be uniquely fingerprinted 

through these observable side effects?
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> Peeking through the window: Fingerprinting Browser Extensions through 
Page-Visible Execution Traces and Interactions

   In ACM CCS 2024. Shubham Agarwal, Aurore Fass, and Ben Stock

Aurore Fass – Browser Extension (In)Security

How many extensions can be uniquely fingerprinted 

through these observable side effects?

Agarwal et al. 
CCS 2024

🔦

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

§ 3) Extensions inject JavaScript code directly into web pages
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Analyzed 38k Chrome extensions from 2024 with Raider

§ 2,747 fingerprintable Chrome extensions (lower bound)

§ Impacting 169M users

§ Notified 1,967 developers about their fingerprintable extension(s)

- Only 30 (!) replied

- Of those, only 16 positively acknowledged the issues

• But: they heavily rely on our fingerprinting vectors (e.g., script injection or data 
storage) for their extensions’ functionality

§ Raider PoC is available online

Aurore Fass – Browser Extension (In)Security

Raider-ext/raider

[4] Agarwal, Fass, and Stock; CCS 2024
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Dangerous Browser Extensions

Detecting Malicious Extensions — Lab Setting vs. Real World Detecting Fingerprintable Extensions with Raider

Ø Raider detects 2,747 fingerprintable extensions  |  169M users

🔦

Raider-ext/raider

Agarwal et al. 
CCS 2024

Rosenzweig 
et al. TWEB 

2026🧩 its-not-easy/tweb25

Browser Extensions are Popular

mailto:aurore.fass@inria.fr
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