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What are Browser Extensions?

= Third-party programs to improve user browsing experience

Adblock Plus - free ad blocker Skype }Q Adobe Acrobat
Offered by: adblockplus.org Offered by: www.skype.com Offered by: Adobe Inc.
Grammarly for Chrome ~}| Honey & Google Translate
Offered by: grammarly.com Offered by: https://www.joinhoney.com Offered by: translate.google.com
LastPass: Free Password Manager P Cisco Webex Extension
Offered by: LastPass = Offered by: webex.com

= ~270k Chrome extensions totaling ~3B active users

> Necessitates a thorough security and privacy assessment

Aurore Fass — Browser Extension (In)Security 8



How Secure are Browser Extensions?

= Browser extensions provide additional functionality...

= ... SO browser extensions need additional & elevated privileges compared to

web pages
- e.g., ad-blockers need to modify web page content or intercept network requests

- e.g., extensions can download arbitrary files and access cross-domain data; while

web pages cannot (blocked by the Same-Origin Policy)

» Browser extensions are an attractive target for attackers o

Aurore Fass — Browser Extension (In)Security 9



Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

= Contain malware: designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users [1, 3]

= Contain vulnerabilities: designed by well-intentioned developers... but buggy

- E.g., can lead to user-sensitive data exfiltration [1, 2]

= Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy [1]

= Be fingerprintable: can be recognized and uniquely identified

- E.g., can lead to user tracking or inferring of user personal information [4]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 |
[4] Agarwal, Fass, and Stock; CCS 2024 10



Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

= Contain malware: designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users [1, 3]

= Contain vulnerabilities: designed by well-intentioned developers... but buggy

- E.g., can lead to user-sensitive data exfiltration [1, 2]

= Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy [1]

> Security-Noteworthy Extensions (SNE) [1]

[1] Hsu, Tran, and Fass; AsiaCCS 2024 | [2] Fass, Somé, Backes, and Stock; CCS 2021 | [3] Rosenzweig, Dalla Valle, Apruzzese, and Fass; TWEB 2026 |
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How many Security-Noteworthy Extensions (SNE) are there?

[ N ) chromewebstore.google.com 0 @

P chrome web store

Discover Extensions Themes

>26k SNE

(in just 3 years, 2020—23)

< ws o >

[1] Hsu, Tran, and Fass; AsiaCCS 2024 Aurore Fass — Browser Extension (In)Security 12



Main Findings on the Chrome Web Store

= 350M users installed Security-Noteworthy Extensions in 2020—2023
= These dangerous extensions stay in the Chrome Web Store for years

= 60% of extensions have never received a single update

Hsu et al.

AsiaCCS

> What is in the Chrome Web Store? 2024
In ACM AsiaCCS 2024. Sheryl Hsu, Manda Tran, and Aurore Fass

Aurore Fass — Browser Extension (In)Security
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[1] Hsu, Tran, and Fass; AsiaCCS 2024
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Number of Days in the CWS

» SNE put the security & privacy
of Web users at risk for years

[1] Hsu, Tran, and Eass; AsiaCCS 2024 Aurore Fass — Browser Extension (In)Security
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Number of Users

> 346M users installed SNE

(between 2020—-2023):
- 280M malware-containing
- 63M policy-violating

- 3M vulnerable extensions

[1] Hsu, Tran, and Eass; AsiaCCS 2024 Aurore Fass — Browser Extension (In)Security
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)

[2] Eass et al.; CCS 2021
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(In)Security 25
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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Analysis of Vulnerable Extensions: Threat Model

Challenging to detect due to their inherently benign intent (benign-but-buggy)
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

Detecting Vulnerable Extensions

In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 28



Detecting Vulnerable Extensions Q“;&
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions
In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

Content script Background page

Service worker

1
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Vulherable extension
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions
In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

U Malicious web page

Content script Background page

Service worker

1
I
I
1
1
I
1
I
I
1
1
I
1
I
I
1
1
I
1
I

Vulherable extension

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 30
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

Detecting Vulnerable Extensions

In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

[Per-component JavaScript code abstraction]

U Malicious web page

- Control flow

Background page - Data flow
Service worker - Pointer analysis

Content script

data flow data flow

1
1
1
|
1
1
1
:
|
| Tru False
1
1
1
|
1
1
1

Vulherable extension

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 31
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions
In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

[Per-component JavaScript code abstraction]

U Malicious web page

- Control flow

Background page - Data flow

|
message flow ) ) )
Service worker - Pointer analysis

y

Content script

data flow

[ Extension Dependence Graph (EDG) ]

|
data flow |
|

False

message: flow > Message interactions

Vulherable extension

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 32
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

Detecting Vulnerable Extensions

In ACM CCS 2021. Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock

[Per-component JavaScript code abstraction]

U Malicious web page

- Control flow

Background page - Data flow
Service worker - Pointer analysis

Content script

data flow

[ Extension Dependence Graph (EDG) ]

flow > Message interactions

|
1
1
1
I
|
: False
1
1
1
|
1
1
1

Sensitive AMH [ Suspicious data flow tracking ]
Vulnerable extension > Detects any path between an

attacker & sensitive APIs
[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 33



Simplified Example of a Vulnerability

// Content script code = from the extension

window.addEventListener("message", function(event) {

o U1 A W N B

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 34



Simplified Example of a Vulnerability

) message received

1 |// Content script code = from the extension
2 |window.addEventListener("message", function(event) {
3
4
5
6 |})
Content script
Web page? X
Extension

message

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 35



Simplified Example of a Vulnerability

) message received

1 |// Content script code = from the extension
2 |window.addEventListener("message", function(event) {
3 if (1 ===1) {
4 window["e" + "val"](event.data);
- \ \ . )
eval
6 1)
Content script
Web page? eval(, )
Extension

message

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 36



Simplified Example of a Vulnerability

) message received

1 |// Content script code = from the extension
2 |window.addEventListener("message", function(event) {
3 if (1 === 1) {
4 window["e" + "val"](event.data);
\ )
5 ¥ Y
eval
6 |})
| // DOUBLEX report ‘g
Content script ! {"direct-dangerl": "eval",
: "value": "eval(event.data)",
Web page eval(,) "line": "4 - 4", ”
s "dataflow": true, 4
Extension paraml": {
message "received": "event",
II'LineII: II2 _ 2II}}

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 37



Simplified Example of a Vulnerability

) message received

1 |// Content script code = from the extension
2 |window.addEventListener("message", function(event) {
3 if (1 === 1) {
4 window["e" + "val"](event.data); Not detected by prior work ¥
\ )
5 ¥ Y
eval
6 |})
| // DOUBLEX report ‘g
Content script {"direct-dangerl": "eval",
: "value": "eval(event.data)",
Web page eval(, ) i "line": "4 - 4",
s "dataflow": true,
Extension paraml": {
message "received": "event",
II'LineII: II2 _ 2II}}

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 38



Simplified Example of a Vulnerability

// Content script code = from the extension
window.addEventListener("message", function(event) {
if (1 ===1) {
wi?dow[”e” - ”va}”](event.data);
e\Yal

event = {"data": 42};

eval(event.data);

O 00 N O U1 A~ W N BB

=
S
o

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 39



Simplified Example of a Vulnerability

1 |// Content script code = from the extension

2 |window.addEventListener("message", function(event) {

3 if (1===1){ Not detected by prior work X

4 w1edow[ e" + va} ](event.data); /7 DOUBLEX reportf?,

5 {"direct-dangerl": "eval",

eval "value": "eval(event.data)",

6 II'LineII: II4 _ 4II’ a

7 event = {"data": 42}; "dataflow": true,
"paraml": {

8 eval(event.data); "received": "event",

9 1 False positive for prior work X "line": "2 - 2"}},

10( }) {"direct-danger2": "eval",
"value": "eval(42)",
II'LineII: II8 _ 8II’
"dataflow": false} 4

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 40



Simplified Example of a Vulnerability

1 |// Content script code = from the extension
2 |window.addEventListener("message", function(event) {
3 if (1 === 1) {
4 window["e" + "val"](event.data); Not detected by prior work ¥
\ )
5 ¥ Y
eval
6 |})

// Attacker code = from the targeted web page
postMessage("alert(1)", "x")

(very) malicious payload
[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 41



Simplified Example of a Vulnerability

1 |// Content script code = from the extension

2 |window.addEventListener("message", function(event) {

3 if (1 ===1) {

4 window["e" + "val"](event.data); Not detected by prior work ¥
sy S __

. eval developer.chrome.com indique

1

// Attacker code = from the targeted web page
postMessage("alert(1)", "x")

(very) malicious payload

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 42



Detecting Vulnerable Extensions with DOUBLEX

Analyzed 155k Chrome extensions from 2021 with DOUBLEX (takes 2—3s per extension)

= 184 vulnerable Chrome extensions

Impacting 3M users* (* based on Google’s definition)

Precision: 89% of the flagged extensions are vulnerable

Recall: 93% of known vulnerabilities [Somé, S&P 2019] are detected

= Open source, for developers and Web users % Fork 11~ 7% Star 83  ~

even in other fields, e.g., mini apps [Wang et al., ICSE 2023
(event ' 2., mini apps [Wang ) () Aurore54F/DoubleX

[2] Eass et al.; CCS 2021 Aurore Fass — Browser Extension (In)Security 43
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Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 45



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

ec e | example.com | @

a

hcspiogrehdu

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 46



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

ec e | example.com | @—

<
<

client-side storage

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 47



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

® ‘->| example.com | @—

<
<

client-side storage

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 48



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

® ‘->| example.com | @—

e

12 %C
%&eo‘i:

client-side storage

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 49



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages
- registering global variables
—> invocation of global APIs and properties

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 50



Browser Extension Fingerprinting

Browser extensions can interact with web pages...

= 1) Extensions send PostMessage to web pages

= 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

= 3) Extensions inject JavaScript code directly into web pages
- registering global variables
—> invocation of global APIs and properties

... which leaves traces - observable side effects, can be seen by a “malicious” site

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 51



Browser Extension Fingerprinting

Why is this bad?

= “Malicious” websites can track users by fingerprinting their extensions
= Attackers can know if a user has a vulnerable extension installed

= Extensions can reveal personal user information, e.g., geolocation,
ethnicity, social/personal interests, medical issues, religion, etc. [karami; NDS5’19]

[4] Agarwal, Fass, and Stock; CCS 2024 Aurore Fass — Browser Extension (In)Security 52



Agarwal et al.
CCS 2024

> Peeking through the window: Fingerprinting Browser Extensions through
Page-Visible Execution Traces and Interactions

Detecting Fingerprintable Extensions $ .O

In ACM CCS 2024. Shubham Agarwal, Aurore Fass, and Ben Stock

Analyzed 38k Chrome extensions from 2024 with Raider

= >2,747 fingerprintable Chrome extensions | impacting >169M users

= Notified 1,967 developers about their fingerprintable extension(s)
— Only 30 (!) replied

- Of those, only 16 positively acknowledged the issues

= Raider PoC is available online 0 https: //github.com/raider-ext/raider

[4] Agarwal, Fass, and Stock; CCS 2024
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Detecting Malicious Extensions — Lab Setting 3% @& 0
a4 2026

= > |t’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass
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Detecting Malicious Extensions — Lab Setting 0O

et al. TWEB
2026

> It’s not Easy: Applying Supervised ML to Detect Malicious Extensmns in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

_________________________

DATASET

7,140
malicious
extensions

63,598
“benign”
extensions

. Last update 2017—23 E

Last update 2012—22
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> It’s not Easy: Applying Supervised ML to Detect Malicious Extensmns in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

DATASET Q) FEATURES |

7,140 [ Source code [A] | !
malicious S o
extensions i ( Metadata ) i

[A] Fass et al.; ACSAC 2018

63,598
“benign”
extensions

. Last update 2017—23 E

Last update 2012—22
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- > |[t’s not Easy: Applying Supervised ML to Detect Malicious Extensmns in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

________________________________________________

30): FEATURES

DATASET

i i | L'«x’” |
| 7,140 . 1 | Source code [A] | |
: malicious R C
| Lo Metadata !
| Last update 2017—23 ' ! ° a
i i [A] Fass et al.; ACSAC 2018

! 63,598 i

| “benign” |

| extensions |

| Last update 2012-22 |

.

""""""""""""" 80% train | 20% test o8
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> It’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

________________________________________________________________________

S g
30): FEATURES ML DETECTORS
‘L,",\,

DATASET

| 7,140 Source code [A] Source code

| malicious ) classifier
— extensions —

! Lo Metadata

| Lostupdate 201723 | | Metadata

i i [A] Fass et al.; ACSAC 2018 classifier

i 63,598 |

S | Combined

i extensions | classifier

| Last update 2012-22 |

"""""""""""" 80% train | 20% test °9
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= > |t’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the CWS

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

TNR: 98.71%
TPR: 95.39%

extensions

| Com bmed
| classifier
Last update 2012—22 '

"""""""""""" 80% train | 20% test

. DATASET .1 30) FEATURES | | ML DETECTORS
7,140 Source code [A] W Source code
! malicious Lo o classifier |
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“unknown”
extensions

Last update 2023

l

Combined —> 2,965 flagged
classifier
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Detecting Malicious Extensions — Real World
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l Source code ’
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Last update 2023
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Detecting Malicious Extensions — Real World

30,004

“unknown”

extensions A
Ensemble —> 1,131 flagged

Last update 2023 classifier |,
——— - 28 malicious
extensions removed by
classifier
A A Google, 2M+ users

Metadata
classifier
y

classifier

Combined —> 2,965 flagged —>
classifier

- 40 malicious ext.
(after clustering + manual
analysis on 20% flagged),
11M users

op T T -
-

U4
\

—————————— -

Total: 68 malicious
extensions, 13M users
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Detecting Malicious Extensions — Real World

30,004

“unknown”

extensions A4

Ensemble ’—» 1,131 flagged
classifier

’ - 28 malicious
il
classifier

Last update 2023

A

extensions removed by

Pr— Google, 2M+ users
Combine — 2,965 flagged —>! IERAS
’ % - 40 malicious ext.
(after clustering + manual
K analysis on 20% flagged),
11M users

-

A
Rl
classifier

- -

o T T —————

4

May 2024: disclosure of the 40 extensions to Google, no response Total: 68 malicious
As of Sept. 2025: 17 / 40 malicious extensions were taken down extensions, 13M users
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Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions

277
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Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions
Y& &
e O ©

= Concept drift

— Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high)
accuracy over time
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Detecting Malicious Extensions — Lab Setting vs. Real World

= Lab setting: 98.37% accuracy

= Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions
Y& &
e O ©

= Concept drift

— Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high)
accuracy over time

= Our code and datasets are publicly available:

() https://github.com/its-not-easy/tweb25/
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Same Extension, Different Stores v )

Q“)
o Chaudhry et al.
MADWeb 2026

> Two Heads are Better Than One: Analysing Extensions Across Stores
In MADWeb 2026. Abdullah Chaudhry, Valentino Dalla Valle, and Aurore Fass
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Same Extension, Different Stores = O

—_—
o Chaudhry et al.
A s Stores MADWeb 2026

> Two Heads are Better Than One: Analysing Extensions Across Stores
In MADWeb 2026. Abdullah Chaudhry, Valentino Dalla Valle, and Aurore Fass

= A given extension can be removed for malware on Chrome...

= ... but not on another store like Edge

= Open source: ) https://github.com/abdchau/two-heads-are-better
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Summary

Dangerous Browser Extensions

- Extensions can put their users’ security & privacy at risk:

Detecting Vulnerable Extensions with DOUBLEX

| Fass et al.

Hsu et al.

AsiaCCS | W Malicious web page
2024

CCS 2021

= Contain malware: designed by malicious actors to harm victims

‘
- E.g., propagate malware, steal users’ credentials, track users Content script | message flow BESCkg'_"“”d Pige
H ervice worker

= Contain vulnerabilities: designed by well-intentioned developers... but buggy O Aurore54F /DoubleX

- E.g., can lead to user-sensitive data exfiltration

messagelﬂow
i

= Violate the Chrome Web Store policies | Sensitive APIjes.
Vulnerable extension

- E.g., deceive users, promote unlawful activities, lack a privacy policy
) . ) ) o » DOUBLEX detects suspicious data flows in browser extensions
= Be fingerprintable: can be recognized and uniquely identified

i icione 0 . 0
- E.g., can lead to user tracking or inferring of user personal information 184 vulnerable extensions I Precision: 89% I Recall: 93%

Detecting Fingerprintable Extensions with Raider ( Detecting Malicious Extensions — Lab Setting vs. Real World

Agarwal et al.
CCS 2024

= 1) Extensions send PostMessage to web pages = Lab setting: 98.37% accuracy

= 2) Extensions store data on the client side through storage APIs = Real world: 1,131 / 30,004 extensions flagged | 68 verified malicious extensions
(e.g., cookies, local/session storage, IndexedDB) ?22?

= 3) Extensions inject JavaScript code directly into web pages = Concept drift

- Intrinsic evolution of extensions, hard for supervised ML tools to keep a (high)

. . accuracy over time
C) Raider-ext/raider
- invocation of global APIs and properties Y Rosenzweig

et al. TWEB O its-not-easy/tweb25
> Raider detects 2,747 fingerprintable extensions | 169M users A

- registering global variables

AT . .
4 aurore.fass@inria.fr Aurore Fass — Browser Extension (In)Security qf@ https://aurore54f.github.io 72
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Open Questions

REDACTED :)

P . . A . .
4 aurore.fass@inria.fr Aurore Fass — Browser Extension (In)Security r\E@ https://aurore54f.github.io 73



mailto:aurore.fass@inria.fr
https://aurore54f.github.io/

Corresponding Publications

= What is in the Chrome Web Store?
Sheryl Hsu, Manda Tran, and Aurore Fass. In ACM AsiaCCS 2024

= DoubleX: Statically Detecting Vulnerable Data Flows in Browser Extensions at Scale

Aurore Fass, Doliere Francis Somé, Michael Backes, and Ben Stock. In ACM CCS 2021

= Peeking through the window: Fingerprinting Browser Extensions through Page-Visible Execution
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= |[t’s not Easy: Applying Supervised ML to Detect Malicious Extensions in the Chrome Web Store

Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass. In ACM TWEB 2026

= Two Heads are Better Than One: Analysing Extensions Across Stores

Abdullah Hassan Chaudhry, Valentino Dalla Valle, and Aurore Fass. In MADWeb 2026

74


https://aurore54f.github.io/papers/2024-asiaccs_hsu_cws.pdf
https://aurore54f.github.io/papers/2024-asiaccs_hsu_cws.pdf
https://swag.cispa.saarland/papers/fass2021doublex.pdf
https://swag.cispa.saarland/papers/fass2021doublex.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://aurore54f.github.io/papers/2025-tweb_rosenzweig_extensionsconcdrift.pdf
https://aurore54f.github.io/papers/2025-tweb_rosenzweig_extensionsconcdrift.pdf
https://aurore54f.github.io/papers/2026-madweb_chaudhry.pdf
https://aurore54f.github.io/papers/2026-madweb_chaudhry.pdf
https://aurore54f.github.io/papers/2026-madweb_chaudhry.pdf
https://aurore54f.github.io/papers/2026-madweb_chaudhry.pdf

