
University of Bologna, March 18th, 2025

On the Security and Privacy Risks of 
Browser Extensions

Dr.-Ing. Aurore Fass

Tenure-Track Faculty at CISPA — Helmholtz Center for Information Security



Dr.-Ing. Aurore (/ɔʀɔʀ/) FASS

2Aurore Fass – Browser Extension (In)Security

🇫🇷 Graduated from TELECOM Nancy (FR, 2017)

🇩🇪 PhD Student + Postdoc at CISPA (DE, 2017—21)

🇺🇸 Visiting Assistant Professor at Stanford (US, 2021—23)

🇩🇪 Tenure-Track Faculty at CISPA (DE, 2023—)



CISPA – Helmholtz Center for Information Security

3Aurore Fass – Browser Extension (In)Security



Outline

§ Background: Browser Extensions

§ Investigating Security-Noteworthy Extensions (SNE)
- SNE definition

- SNE (comparative) analysis

§ Detecting Vulnerable Extensions
- Threat model & example

- Case studies, results, and potential defense strategies

§ Detecting Fingerprintable Extensions
- Presentation of 3 fingerprinting vectors, results, and potential mitigations

4



Outline

§ Background: Browser Extensions

§ Investigating Security-Noteworthy Extensions (SNE)
- SNE definition

- SNE (comparative) analysis

§ Detecting Vulnerable Extensions
- Threat model & example

- Case studies, results, and potential defense strategies

§ Detecting Fingerprintable Extensions
- Presentation of 3 fingerprinting vectors, results, and potential mitigations

5



Background — What are Browser Extensions?
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§ Third-party programs to improve user browsing experience

§ Bundles of JavaScript, HTML, or CSS files, defined in a manifest.json

§ ~145k Chrome extensions totaling over 1.6B active users
Aurore Fass – Browser Extension (In)Security



Background — Authorized APIs & Permissions
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§ Extensions only have access to:

§ APIs explicitly declared in the manifest.json, e.g., 

§ storage – store/access data from the extension storage

§ downloads – download files

§ history – access to a user’s browsing history

§ bookmarks, cookies, topSites, …

§ host declared in the manifest.json = web pages an extension can access 
(read/write), e.g., to do some cross-origin requests

- https://developer.chrome.com/docs/extensions/mv3/declare_permissions/

- https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/manifest.json/permissions



Background — Extension Architecture
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§ Service worker (SW in MV3) / Background page (BP in old MV2):

§ Core logic of an extension

§ Executed independently of the lifetime of a tab / window

§ Privileged part of an extension

§ Content scripts (CS):

§ Injected by an extension into (a) web page(s)

§ Can use standard DOM APIs to read / modify a web page

§ Similar to scripts directly loaded by a web page + some more privileges

§ Restricted access to extension APIs
Aurore Fass – Browser Extension (In)Security
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Content script Service worker
Background page

messages

Web page / other extension

messages

Extension

messages
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Background — Extension Architecture & Messages



Background — manifest.json
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§ Every extension needs a manifest written in JSON, called 
manifest.json, which gives essential information, e.g.,

§ Extension’s name, version, and manifest’s version

§ Main components of an extension (CS, BP/SW, …)

§ Permissions of an extension (downloads, history, …)

§ …

https://developer.chrome.com/docs/extensions/reference/manifest



Background — manifest.json -- example
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{
  "name": "My Extension",
  "version": "versionString",
  "description": "A plain text description",
  "manifest_version": 3
  "permissions": ["downloads", "history"],
  "host_permissions": ["https://example.com/*"],
  "background": {
    "service_worker": ["service_worker.js"],
  },
  "content_scripts": [{
    "matches": ["<all_urls>"],
    "js": ["content_script.js"]
  }],
  
  
}

Aurore Fass – Browser Extension (In)Security
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How Safe are Browser Extensions?

13

§ Browser extensions provide additional functionality…

§ … so browser extensions need additional & elevated privileges compared to 

web pages

Ø Browser extensions are an attractive target for attackers 😈

Aurore Fass – Browser Extension (In)Security



Security-Noteworthy Extensions (SNE)
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à Extensions can put their users’ security & privacy at risk 

§ Contain malware

- Designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users 

§ Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy

§ Contain vulnerabilities

- Designed by well-intentioned developers… but contain some vulnerabilities

- E.g., can lead to user-sensitive data exfiltration

Aurore Fass – Browser Extension (In)Security



Did you know that…
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§ 350M users installed Security-Noteworthy Extensions in the last 3 years?

§ These dangerous extensions stay in the Chrome Web Store for years?

§ 60% of extensions have never received a single update?

> What is in the Chrome Web Store?

In ACM AsiaCCS 2024. Sheryl Hsu, Manda Tran, and Aurore Fass

Aurore Fass – Browser Extension (In)Security

🔭
Hsu et al. 
AsiaCCS 

2024



How to Install Extensions or SNE?
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chromewebstore.google.com

Aurore Fass – Browser Extension (In)Security



How to Install Extensions or SNE?
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chromewebstore.google.com

Aurore Fass – Browser Extension (In)Security

(in the last 3 years)

>26k SNE



Browser Extension Collection: Chrome-Stats
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Malicious Extension Collection: Chrome-Stats

19Aurore Fass – Browser Extension (In)Security

chrome-stats.com



Browser Extension Collection: Chrome-Stats
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Category #Extensions
Metadata collected

#Extensions
Code collected

When collected

SNE 26,014 16,377 Before May 1, 2023

- Malware-containing 10,426 6,587 Before May 1, 2023

- Policy-violating 15,404 9,638 Before May 1, 2023

- Vulnerable [1] 184 152 March 16, 2021

Benign extensions 226,762 92,482 Before May 1, 2023

[1] Fass et al., CCS 2021



Life Cycle of Extensions
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Methodology:

§ Collected extensions added to 
the CWS in Jan—Dec 2021

§ Computed the percentage of 
those extensions still in the CWS 
1, 2, …, 12 months later

ØExtensions have a very 
short life cycle

ØAnalyses on the CWS should 
be run regularly

84% extensions still 
available after 3 months

60% extensions still 
available after 12 months



Extension Maintenance and Security
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Ø Critical lack of maintenance   
in the CWS

Ø 60% of the extensions have 
never been updated

Ø Security & privacy implications

~30k

> 40k



Number of Days in the CWS
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Number of Days in the CWS
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380 days

1,248 days

952 days

8.5 years!

875 days

Ø SNE put the security & privacy 
of Web users at risk for years



Number of Users
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Number of Users
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27k users

4k users
16k users11k users

Ø 346M users installed SNE
(in the last 3 years):

- 280M malware-containing

- 63M policy-violating

- 3M vulnerable extensions



Media Coverage
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Analysis of Vulnerable Extensions: Web Attacker
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

✉@
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Analysis of Vulnerable Extensions: Web Attacker
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

malicious.com😈

✉@
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Analysis of Vulnerable Extensions: Web Attacker
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈 ☠

✉@
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Analysis of Vulnerable Extensions: Web Attacker
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

JS code JS code

☠

😈 ☠✉@
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

Hey, give me
all the cookies

☠

😈 ☠
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

Hey, give me
all the cookies Sure!

☠

😈 ☠
🍪🍪🍪

Aurore Fass – Browser Extension (In)Security

Analysis of Vulnerable Extensions: Web Attacker



36

Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com

Elevated privileges exploited

😈

Hey, give me
all the cookies Sure!

☠

☠

😈 ☠
🍪🍪🍪
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com

Elevated privileges exploited

😈

💪

Hey, give me
all the cookies Sure!

🍪 Stealing User Data

- Triggering Downloads

- Cross-Origin Requests

- Code Execution

😈

☠

☠

😈 ☠
🍪🍪🍪
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§ To send messages:
§ otherWindow.postMessage(message, targetOrigin)

§ To receive messages:

§ With an event handler (addEventListener or onmessage)

§ /!\ The 2 origins must trust each other à verify the origin before 
processing a message

https://developer.mozilla.org/en-US/docs/Web/API/Window/postMessage

Background — postMessage

38



Simplified Example of a Vulnerability
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// Content script code

window.addEventListener("message", function(event) {

  if (1 === 1) {

    eval(event.data);

  }

})

Content script Background page
Web page

😈

Extension
message

a

Aurore Fass – Browser Extension (In)Security



Simplified Example of a Vulnerability
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// Content script code

window.addEventListener("message", function(event) {

  if (1 === 1) {

    eval(event.data);

  }

})

Content script Background page
Web page

😈
eval(   )

Extension
message

a

Aurore Fass – Browser Extension (In)Security



Simplified Example of a Vulnerability
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// Content script code
window.addEventListener("message", function(event) {
  eval(event.data);
})

// Attacker code = from the targeted web page
postMessage("alert(1)", "*")

malicious payload



Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Aurore Fass – Browser Extension (In)Security

⚙
Fass et al. 
CCS 2021



Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script

Vulnerable extension

Aurore Fass – Browser Extension (In)Security

⚙
Fass et al. 
CCS 2021

Background page
Service worker



Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script

Malicious web page

Vulnerable extension

😈

Aurore Fass – Browser Extension (In)Security

⚙
Fass et al. 
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Background page
Service worker



Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction

Aurore Fass – Browser Extension (In)Security
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

message flow

Content script message flow

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction

Extension Dependence Graph (EDG)

Ø Message interactions

Aurore Fass – Browser Extension (In)Security
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Sensitive API☠

message flow

Content script message flow

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction

Extension Dependence Graph (EDG)

Suspicious data flow tracking

Ø Message interactions

Ø Detects any path between an 
attacker & sensitive APIs

Aurore Fass – Browser Extension (In)Security

⚙
Fass et al. 
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Background page
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Case Studies of Vulnerable Chrome Extensions

§ Arbitrary code execution (cdi…, 4k+ users)

§ Most visited website exfiltration (lkl…, 700k+ users)

Content script Background page
Any web page

😈
tabs.executeScript({…, code:  })

Extension
message

forwards

message
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Case Studies of Vulnerable Chrome Extensions

§ Arbitrary code execution (cdi…, 4k+ users)

§ Most visited website exfiltration (lkl…, 700k+ users)

Content script Background page
Any web page

😈
tabs.executeScript({…, code:  })

Extension
message

forwards

message

Content script Background page1 website
😈

topSites.get(  )
Extension

triggers

< top sites >

message 1 message 2

forwards

< top sites > 49



Detecting Vulnerable Extensions with DOUBLEX
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Analyzed 155k Chrome extensions from 2021 with DOUBLEX

§ 184 vulnerable Chrome extensions

§ Impacting 3M users

§ Precision: 89% of the flagged extensions are vulnerable

§ Recall: 93% of known vulnerabilities [2] are detected

§ Integration in the vetting process conducted by Google

§ Available online, for developers

Aurore Fass – Browser Extension (In)Security[2] Somé, IEEE S&P 2019

Aurore54F/DoubleX(even in other fields!)



Defenses & Perspectives

§ Know that communication with external actors may be dangerous

§ Only allow communication with specified extensions or web pages

§ Limit:

- code execution by sanitizing messages

- SOP bypass by preferring CORS for cross-origin requests

§ DOUBLEX could provide a feedback channel for developers

§ Migrate an extension to Manifest V3

Aurore Fass – Browser Extension (In)Security 51
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ Extensions store data on the client side through storage APIs (e.g., cookies, local 
storage)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects

Aurore Fass – Browser Extension (In)Security
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Browser extensions can interact with web pages…
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ Extensions store data on the client side through storage APIs (e.g., cookies, local 
storage)
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à registering global variables
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Browser Extension Fingerprinting

56

Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ Extensions store data on the client side through storage APIs (e.g., cookies, local 
storage)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects

Aurore Fass – Browser Extension (In)Security

Eexample2.com

Sure!🍪🍪🍪



Browser Extension Fingerprinting

57

Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ Extensions store data on the client side through storage APIs (e.g., cookies, local 
storage)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects

Aurore Fass – Browser Extension (In)Security

Eanywebpage.com

hcspiogrehdu



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects
Aurore Fass – Browser Extension (In)Security



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

§ Extensions inject JavaScript code directly into webpages

à registering global variables
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… which leaves observable side effects
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs

(e.g., cookies, local/session storage, IndexedDB)

§ Extensions inject JavaScript code directly into webpages

à registering global variables

à invocation of global APIs and properties

… which leaves observable side effects
Aurore Fass – Browser Extension (In)Security

Eexample.com

client-side storage
Hfeofepr:g

reugefkef



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, IndexedDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, indexDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security
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Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, indexDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security

Why is this bad?

§ “Malicious” websites can track users by fingerprinting their extensions



Browser Extension Fingerprinting
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Browser extensions can interact with web pages…

§ 1) Extensions send PostMessage to web pages

§ 2) Extensions store data on the client side through storage APIs
(e.g., cookies, local/session storage, indexDB)

§ 3) Extensions inject JavaScript code directly into web pages

à registering global variables

à invocation of global APIs and properties

… which leaves traces à observable side effects, can be seen by a “malicious” site
Aurore Fass – Browser Extension (In)Security

Why is this bad?

§ “Malicious” websites can track users by fingerprinting their extensions

§ Extensions can reveal personal user information, e.g., geolocation, 
ethnicity, social/personal interests, medical issues, religion, etc. [3]

[3] Karami, NDSS 2020



Detecting Fingerprintable Extensions
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How many extensions can be uniquely fingerprinted

through these observable side effects?



Detecting Fingerprintable Extensions
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> Peeking through the window: Fingerprinting Browser Extensions through 
Page-Visible Execution Traces and Interactions

In ACM CCS 2024. Shubham Agarwal, Aurore Fass, and Ben Stock

Aurore Fass – Browser Extension (In)Security

How many extensions can be uniquely fingerprinted

through these observable side effects?

Agarwal et al. 
CCS 2024

🔦



Detecting Fingerprintable Extensions with Raider
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Analyzed 38k Chrome extensions from 2024 with Raider

§ 2,747 fingerprintable Chrome extensions (lower bound)

§ Impacting 169M users

§ Notified 1,967 developers about their fingerprintable extension(s)

- Only 30 (!) replied

- Of those, only 16 positively acknowledged the issues

• But: they heavily rely on our fingerprinting vectors (e.g., script injection or data 
storage) for their extensions’ functionality

§ Raider PoC is available online

Aurore Fass – Browser Extension (In)Security

Raider-ext/raider



Mitigations

§ Global APIs:

- ensure that browser extension code runs before the attacker code 
(inject at document_start)

- ensure that APIs cannot be overwritten (freeze their native 
definition)

§ Global variables: scope appropriately

§ Storage: use the chrome.storage API instead

Aurore Fass – Browser Extension (In)Security 75



Takeaways —Extension Security & Privacy Risks
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Security-Noteworthy Extensions (SNE) What is in the Chrome Web Store?

@AuroreFass✉ 🌐fass@cispa.de https://aurore54f.github.io

Ø DOUBLEX detects suspicious data flows in browser extensions

184 vulnerable extensions  |  Precision: 89%  |  Recall: 93%

Detecting Vulnerable Extensions with DOUBLEX

Aurore54F/DoubleX

§ 350M users installed SNE in the last 3 years

§ These SNE stay in the Chrome Web Store for years

§ Extensions have a short life cycle in the CWS (60% stay 1 year)

§ Critical lack of maintenance in the CWS (60% received no update)

🔭
Hsu et al. 
AsiaCCS 

2024

⚙
Fass et al. 
CCS 2021

Detecting Fingerprintable Extensions with Raider

Ø Raider detects 2,747 fingerprintable extensions  |  169M users

+ Can be fingerprinted

Agarwal et al. 
CCS 2024

🔦

Raider-ext/raider

mailto:fass@cispa.de
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§ What is in the Chrome Web Store?

Sheryl Hsu, Manda Tran, and Aurore Fass. In ACM AsiaCCS 2024

§ DoubleX: Statically Detecting Vulnerable Data Flows in Browser Extensions at Scale

Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock. In ACM CCS 2021

§ Peeking through the window: Fingerprinting Browser Extensions through Page-Visible 
Execution Traces and Interactions

Shubham Agarwal, Aurore Fass, and Ben Stock. In ACM CCS 2024

Aurore Fass – Browser Extension (In)Security

https://publications.cispa.saarland/4057/1/2024_hsu_cws.pdf
https://swag.cispa.saarland/papers/fass2021doublex.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf
https://swag.cispa.saarland/papers/agarwal2024window.pdf

