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What are Browser Extensions?
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§ Third-party programs to improve user browsing experience

§ 125k Chrome extensions totaling over 1.6B active users

Aurore Fass – Browser Extension (In)Security



How Safe are Browser Extensions?
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§ Browser extensions provide additional functionality…

§ … so browser extensions need additional & elevated privileges compared to 

web pages

Ø Browser extensions are an attractive target for attackers 😈

Aurore Fass – Browser Extension (In)Security



Security-Noteworthy Extensions (SNE)
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à Extensions can put their users’ security & privacy at risk 

§ Contain malware

- Designed by malicious actors to harm victims

- E.g., propagate malware, steal users’ credentials, track users 

§ Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lack a privacy policy

§ Contain vulnerabilities

- Designed by well-intentioned developers… but contain some vulnerabilities

- E.g., can lead to user-sensitive data exfiltration

Aurore Fass – Browser Extension (In)Security



Did you know that…
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§ 350M users installed Security-Noteworthy Extensions in the last 3 years?

§ These dangerous extensions stay in the Chrome Web Store for years?

§ 60% of extensions have never received a single update?

> What is in the Chrome Web Store?

In ACM AsiaCCS 2024. Sheryl Hsu, Manda Tran, and Aurore Fass

Aurore Fass – Browser Extension (In)Security
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How to Install Extensions or SNE?

8

chromewebstore.google.com

Aurore Fass – Browser Extension (In)Security



How to Install Extensions or SNE?
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chromewebstore.google.com

Aurore Fass – Browser Extension (In)Security

(in the last 3 years)

>26k SNE



Browser Extension Collection: Chrome-Stats
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chrome-stats.com



Browser Extension Collection: Chrome-Stats
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Category #Extensions
Metadata collected

#Extensions
Code collected

When collected

SNE 26,014 16,377 Before May 1, 2023

- Malware-containing 10,426 6,587 Before May 1, 2023

- Policy-violating 15,404 9,638 Before May 1, 2023

- Vulnerable [1] 184 152 March 16, 2021

Benign extensions 226,762 92,482 Before May 1, 2023

[1] Fass et al., CCS 2021



Life Cycle of Extensions
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Methodology:

§ Collected extensions added to 
the CWS in Jan—Dec 2021

§ Computed the percentage of 
those extensions still in the CWS 
1, 2, …, 12 months later

ØExtensions have a very 
short life cycle

ØAnalyses on the CWS should 
be run regularly

84% extensions still 
available after 3 months

60% extensions still 
available after 12 months



Extension Maintenance and Security
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Ø Critical lack of maintenance   
in the CWS

Ø 60% of the extensions have 
never been updated

Ø Security & privacy implications

~30k

> 40k



Number of Days in the CWS
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380 days

1,248 days
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Number of Days in the CWS
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380 days

1,248 days

952 days

8.5 years!

875 days

Ø SNE put the security & privacy 
of Web users at risk for years



Number of Users
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4k users
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Number of Users
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27k users

4k users
16k users11k users

Ø 346M users installed SNE
(in the last 3 years):

- 280M malware-containing

- 63M policy-violating

- 3M vulnerable extensions



Media Coverage
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How to Detect Security-Noteworthy Extensions?
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§ Contain malware

- Designed by malicious actors to harm victims

- E.g., steal user-sensitive data, track users, propagate malware

§ Violate the Chrome Web Store policies

- E.g., deceive users, promote unlawful activities, lacking a privacy policy

§ Contain vulnerabilities

- Designed by well-intentioned developers… but contain some vulnerabilities

- E.g., can lead to user-sensitive data exfiltration

Aurore Fass – Browser Extension (In)Security
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

✉@
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

malicious.com😈

✉@
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈 ☠

✉@
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

JS code JS code

☠

😈 ☠✉@
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

Hey, give me
all the cookies

☠

😈 ☠
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com😈

Hey, give me
all the cookies Sure!

☠

😈 ☠
🍪🍪🍪

Aurore Fass – Browser Extension (In)Security



Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com

Elevated privileges exploited

😈

Hey, give me
all the cookies Sure!

☠

☠

😈 ☠
🍪🍪🍪
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Analysis of Vulnerable Extensions
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Challenging to detect due to their inherently benign intent (benign-but-buggy)

Emalicious.com

Elevated privileges exploited

😈

💪

Hey, give me
all the cookies Sure!

🍪 Stealing User Data

- Triggering Downloads

- Cross-Origin Requests

- Code Execution

😈

☠

☠

😈 ☠
🍪🍪🍪
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Aurore Fass – Browser Extension (In)Security
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script Background page

Vulnerable extension
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script Background page

Malicious web page

Vulnerable extension

😈
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Content script Background page

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

message flow

Content script Background pagemessage flow

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction

Extension Dependence Graph (EDG)

Ø Message interactions
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Detecting Vulnerable Extensions
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> DOUBLEX: Statically Detecting Vulnerable Data Flows in Browser Extensions

In ACM CCS 2021. Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock

Sensitive API☠

message flow

Content script Background pagemessage flow

data flow data flow

FalseTrue

Malicious web page

Vulnerable extension

😈 - AST (Abstract Syntax Tree)

- Control flow

- Data flow
- Pointer analysis

Per-component JS code abstraction

Extension Dependence Graph (EDG)

Suspicious data flow tracking

Ø Message interactions

Ø Detects any path between an 
attacker & sensitive APIs

Aurore Fass – Browser Extension (In)Security
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Simplified Example of a Vulnerability
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// Content script code

window.addEventListener("message", function(event) {

  if (1 === 1) {

    eval(event.data);

  }

})

Content script Background page
Web page

😈

Extension
message

a
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Simplified Example of a Vulnerability
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// Content script code

window.addEventListener("message", function(event) {

  if (1 === 1) {

    eval(event.data);

  }

})

Content script Background page
Web page

😈
eval(   )

Extension
message

a
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Detecting Vulnerable Extensions with DOUBLEX
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Analyzed 155k Chrome extensions from 2021 with DOUBLEX

§ 184 vulnerable Chrome extensions

§ Impacting 3M users

§ Precision: 89% of the flagged extensions are vulnerable

§ Recall: 93% of known vulnerabilities [2] are detected

§ Integration in the vetting process conducted by Google

§ Available online, for developers

Aurore Fass – Browser Extension (In)Security[2] Somé, IEEE S&P 2019

Aurore54F/DoubleX(even in other fields!)



Takeaways — Browser Extension (In)Security
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Browser Extensions are Popular Security-Noteworthy Extensions (SNE)

What is in the Chrome Web Store?

@AuroreFass✉ 🌐fass@cispa.de https://aurore54f.github.io

Ø DOUBLEX detects suspicious data flows in browser extensions

184 vulnerable extensions  |  Precision: 89%  |  Recall: 93%

Detecting Vulnerable Extensions with DOUBLEX

Aurore54F/DoubleX

§ 350M users installed SNE in the last 3 years

§ These SNE stay in the Chrome Web Store for years

§ Extensions have a short life cycle in the CWS (60% stay 1 year)

§ Critical lack of maintenance in the CWS (60% received no update)

§ 125k Chrome extensions totaling over 1.6B active users
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Hsu et al. 
AsiaCCS 

2024 ⚙
Fass et al. 
CCS 2021
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§ What is in the Chrome Web Store?

Sheryl Hsu, Manda Tran, and Aurore Fass. In ACM AsiaCCS 2024

§ DoubleX: Statically Detecting Vulnerable Data Flows in Browser Extensions at Scale

Aurore Fass, Dolière Francis Somé, Michael Backes, and Ben Stock. In ACM CCS 2021

Aurore Fass – Browser Extension (In)Security

https://publications.cispa.saarland/4057/1/2024_hsu_cws.pdf
https://swag.cispa.saarland/papers/fass2021doublex.pdf

