
It’s not Easy: Applying Supervised ML to 
Detect Malicious Extensions in the CWS

Ben RosenzweigDE, Valentino Dalla ValleDE, Giovanni ApruzzeseIS, and Aurore FassFR

Saarland University (DE), CISPA (DE), Reykjavik University (IS), Inria Centre at Université Côte d’Azur (FR)

Published at ACM Transactions on the Web (TWEB) 2026, presentation at TheWebConf 2026 (July 3rd)



Aurore Fass & Giovanni Apruzzese – It’s not Easy 2

What are Browser Extensions?

§ Third-party programs to improve user browsing experience

§ ~270k Chrome extensions totaling ~3B active users

Ø Necessitates a thorough security and privacy assessment
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§ Browser extensions provide additional functionality…

§ … so browser extensions need additional & elevated privileges compared to 

web pages

- e.g., ad-blockers need to modify web page content or intercept network requests

Ø Browser extensions are an attractive target for attackers 😈

How Secure are Browser Extensions?

Aurore Fass & Giovanni Apruzzese – It’s not Easy



4

Detecting Malicious Extensions — Lab Setting
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Detecting Malicious Extensions — Lab Setting

Predictions

FEATURES⚙DATASET
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Browser Extension Collection: Chrome-Stats

chrome-stats.com
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Browser Extension Collection: Chrome-Stats

chrome-stats.com
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Detecting Malicious Extensions — Lab Setting
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Detecting Malicious Extensions — Lab Setting

7,140 
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extensions
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Source code [A]

Metadata

FEATURES⚙DATASET
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Extension Features

[Fass et al.; ACSAC 2018]
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Detecting Malicious Extensions — Lab Setting
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(takes <1s per extension)
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Detecting Malicious Extensions — Real World

30,004 
“unknown” 
extensions

Last update 2023

Aurore Fass & Giovanni Apruzzese – It’s not Easy



15

Detecting Malicious Extensions — Real World

30,004 
“unknown” 
extensions

Last update 2023

2,965 flaggedCombined
classifier
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Detecting Malicious Extensions — Real World

30,004 
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Last update 2023

2,965 flaggedCombined
classifier

Source code 
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Metadata
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Combined
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Ensemble
classifier
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Detecting Malicious Extensions — Real World
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- VirusTotal 
Detection? [1]

- CRXCavator Risk 
Score? [2]

- Chrome-Stats Risk 
Likelihood? [3]

- Manual analysis?[1] https://www.virustotal.com/gui/home/upload
[2] https://crxcavator.io
[3] https://chrome-stats.com

✅

❌

❌

❌

https://www.virustotal.com/gui/home/upload
https://crxcavator.io/
https://chrome-stats.com/
https://chrome-stats.com/
https://chrome-stats.com/
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Detecting Malicious Extensions — Real World

30,004 
“unknown” 
extensions

Last update 2023

2,965 flaggedCombined
classifier

Source code 
classifier

Metadata
classifier

Combined
classifier

1,131 flaggedEnsemble
classifier 👎

- 28 malicious 
extensions removed by 
Google, 2M+ users

- 40 malicious ext. 
(after clustering + manual 
analysis on 20% flagged), 
11M users

Total: 68 malicious 
extensions, 13M users
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Detecting Malicious Extensions — Real World

30,004 
“unknown” 
extensions

Last update 2023

2,965 flaggedCombined
classifier

Source code 
classifier

Metadata
classifier

Combined
classifier

1,131 flaggedEnsemble
classifier 👎

- 28 malicious 
extensions removed by 
Google, 2M+ users

- 40 malicious ext. 
(after clustering + manual 
analysis on 20% flagged), 
11M users

Total: 68 malicious 
extensions, 13M users

May 2024: disclosure of the 40 extensions to Google

As of June 2026: 17 / 40 malicious extensions were taken down
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Detecting Malicious Extensions — Lab Setting vs. Real World

§ Lab setting: 98.37% accuracy

 vs.

§ Real world: 1,131 / 30,004 extensions flagged  |  68 verified malicious extensions
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???
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Detecting Malicious Extensions — Longitudinal Analysis

§ We hypothesize that the Browser Extension ecosystem is affected by 
concept drift: extensions (benign and malicious) change over time

§ We test this hypothesis…

Aurore Fass & Giovanni Apruzzese – It’s not Easy

…and we were right!
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Detecting Malicious Extensions — Focus on Manifest Version 

§ We further examine the “concept drift” phenomenon by focusing on the 
classification performance of extensions across specific Manifest Versions (MV)

Ø…both benign and malicious extensions change substantially over the years!
Aurore Fass & Giovanni Apruzzese – It’s not Easy
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Detecting Malicious Extensions — Active Learning 

§ We evaluate if active learning can mitigate the impact of concept drift

- We assume the classifier is retrained on a monthly basis with a labeling budget of 15 extensions

- (We are the first to assess active learning techniques in this specific context)
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Ø There is a sensible performance 
improvement, but blindly picking 
extensions to label is detrimental

(lower is better)
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Takeaways: It’s not Easy: Applying Supervised ML to Detect Malicious Extensions

§ ML evaluations can be misleading: detectors performing well in a lab setting 
are no guarantee of practical applicability in the real world

§ ML detectors need to be retrained regularly

§ Active learning could be a mitigation to concept drift

§ With our classifiers, we uncovered 68 malicious browser extensions, 
affecting >13M users  (end-to-end, <1s per extension)

§ Our code and datasets are publicly available: 

https://github.com/its-not-easy/tweb25/

In ACM TWEB 2026. Ben Rosenzweig, Valentino Dalla Valle, Giovanni Apruzzese, and Aurore Fass

✉ 🌐aurore.fass@inria.fr https://aurore54f.github.io giovannia@ru.is https://www.giovanniapruzzese.com 

https://github.com/its-not-easy/tweb25/
https://github.com/its-not-easy/tweb25/
https://github.com/its-not-easy/tweb25/
https://github.com/its-not-easy/tweb25/
https://github.com/its-not-easy/tweb25/
mailto:aurore.fass@inria.fr
https://aurore54f.github.io/
mailto:aurore.fass@inria.fr
https://www.giovanniapruzzese.com/
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Dataset Summary
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Detectors’ Performance
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Feature Importance Evolution over Time
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No Open-Source State of the Art



31

Year of Last Update (Labeled Extensions)

Aurore Fass & Giovanni Apruzzese – It’s not Easy



32

Malicious Behaviors Identified
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Risks Score / Risk Likelihood
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Risk score (CRXcavator) [2], in % of extensions:

Risk likelihood (Chrome-Stats) [3], in % of extensions:

[2] https://crxcavator.io [3] https://chrome-stats.com

https://crxcavator.io/
https://chrome-stats.com/
https://chrome-stats.com/
https://chrome-stats.com/
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Top 10 “Summary Keywords” in the Training Set
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Top 10 “Host Permissions” in the Training Set
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Top 10 “Content Script Matches” in the Training Set
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Distribution of “File Count” Feature for benign / malicious
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